Title: A simple example of “War Driving” using NetStumbler
Equipment used:


Either a laptop or CarPC


An 802.11 device compatible with netstumbler (most are)


(optional) Usb GPS device


(optional) External antenna for 802.11 device

Software used:


NetStumbler (http://www.netstumbler.com/)

So what is war driving? Well, the name itself comes from “war dialing” which is the practice of using a modem to dial a series of numbers until finding another computer to talk to. The namesake for this operation (previously known as “demon dialing”) comes from the movie “War Games” (http://www.imdb.com/title/tt0086567/) whose popularity set the namesake. Similar to its name sake, war driving is the act of seeking out wireless networks to communicate with by driving around and recording which wireless networks can be seen. Because of how wireless networking works, being within range of a wireless network (or even slightly out of range) usually means that a radio transceiver that enables clients to communicate with that network is also broadcasting information about the network. This information contains the name of the network, the address of the transceiver (from now on called access point), and additional information about the access point such as whether it has any restrictions about who can connect to it. Most wireless network adapters can also extrapolate the power and radio channel of the access point as well.
Before continuing with the example, I should also explain that there are a few ethical issues that can be associated with this activity. Depending on what you do with the information, there can be legal ramifications as well. For example, war driving has the possibility to obtain information about private networks owned by businesses and information. There are some businesses that WANT you to know this information. Especially businesses that sell internet access through these access points. However, individuals and business that do not operate public access points may not be so happy with others having detailed information about their network. It is true that these access points are broadcasting the information freely, and by purchasing and operating these access points, individuals and businesses are making the information available. But understand that in order for the technology to work, they have no choice in the matter. It is also sometimes tempting to use this information to gain access to private networks or to the internet that was not necessarily explicitly intended to be public. In certain instances this can be considered to be illegal and so with this example for how to collect information about wireless networks comes a warning that you should only use wireless networks that allow the public to connect to (unless you have consent to connect from the owner).
So, the first task is to download the application that I will be using in the example. This program is called NetStumbler. There are other wireless network monitoring applications available; however, this is probably the most popular. You can download a copy at: http://www.netstumbler.com/. It is self described as “Beggarware”, which means “you do not have to pay for a license to use it,” however the site asks for donations. The application talks directly to the networking hardware using a variety of methods. In a few cases, the protocol of the manufacturer is available and the program will use that to talk with the card. If that does not work, then the program can also use NDIS (a windows driver subsystem) to communicate with the card. There may be a few cases where wireless card vendors have not chosen to implement all of the standards and netstumbler may not be able to communicate with it, however, I have not found a device yet that I could not use. If you are using Windows XP, to be able to talk directly with the networking hardware, netstumbler needs to stop the Wireless Zero Config Service and will do so automatically when running. This will not disconnect you from your current network; however you will not be able to use windows to change networks while netstumbler is running. This is a limitation of how the network card drivers work. Upon starting the application, you will most likely see something that looks like this:
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In this view, you see the access points in view in the main window pane and a tree of various grouping/sorting/filter methods on the left. On the left, “Channels” will let you group by channel number, “SSIDs” will show you signal graphs for each ssid (and each access point in the SSID), and “Filters” show some common views people may want such as “encryption off”. There is an “Options” menu under the “View” menu. There you can change the update speed, configure GPS integration, and other options. In this example, the GPS settings are important. This is what the GPS options look like:
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If you have a nmea 0183 compliant device (many are) then the only thing you should have to change is the port number. The other defaults should be ok. What you see in the image above is all the defaults except for the ports.

Once you have NetStumbler working with both your wireless card and your GPS device, then you can start driving. Just make sure that the play button ([image: image3.png]


) has been depressed. As your driving, the netstumbler display should update with your current GPS location. It will look like:
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Additionally, New access points should appear in the main window as they are discovered, and a sound will be played by default letting you know that one was found.

So I went on a drive for a few miles and was able to find a total of 138 access points during my drive. Here is what NetStumbler looked like at the start of the drive:
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And, here is what it looks like after gathering some data:
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It does not seem all that interesting until you look at the data that you can get out of it in the end. Under the File menu is an Export function. When exporting a summary to a file, here is the information that you get:

	# Latitude
	Longitude
	( SSID )
	Type
	( BSSID )
	Time (GMT)
	[ SNR Sig Noise ]
	DataRate

	N 47.6249400
	W 122.1541767
	( ha )
	BSS
	( 00:09:5b:3d:42:7c )
	04:50:27 (GMT)
	[ 14 63 49 ]
	110

	N 47.6248950
	W 122.1541133
	( tmobile )
	BSS
	( 00:09:b7:7b:aa:68 )
	04:50:27 (GMT)
	[ 32 81 49 ]
	110

	N 47.6264800
	W 122.1537050
	(  )
	BSS
	( 00:40:96:57:e4:41 )
	04:50:27 (GMT)
	[ 30 79 49 ]
	110

	N 47.6249400
	W 122.1541717
	(  )
	BSS
	( 00:40:96:5b:6c:1e )
	04:50:27 (GMT)
	[ 35 84 49 ]
	110

	N 47.6249150
	W 122.1541300
	( Prudent )
	BSS
	( 00:80:c8:05:fc:82 )
	04:50:27 (GMT)
	[ 6 55 49 ]
	220


This is just a sample of a few entries and a few items in the file. There are actually more data points that are exported and there is one for each Access Point. You can also export a full text file as well but I found that the summary works pretty well since it does the hard part of combining the results together. You can then use this file in a few other applications as well. For example, consider using the same file for importing data into MapPoint that was given earlier. I made a few maps using map point of the data and it shows a pushpin in each exact location it determined the access point to be in and placed the name of the access point there as well.

Now, lets talk about some advanced topics related to this. In this example, the locations and strengths of the access points are all approximations. Of course if you go back to that exact point you should have the same strength again, but my point is that the GPS coordinates do not give you where the access point is actually located or the area on the ground that it can be accessed from. Well, this information is possible to get though. Keep in mind that while the program is capturing, it has the signal for each access point at each location that you are at. This means that with some tricky math you should be able to calculate with better accuracy where they access point is located at as well as what its relative broadcast radius is as well. The way that this works is similar to how gps works, in that you take data from multiple fixed locations and using that data you calculate the precise location you were wanting. With GPS the satellites are the fixed locations sending signals about exactly how far you are away. In our example you have fixed locations given to you by GPS as well as power levels given by netstumbler. This means that with 3 or more (4 if you wanted to attempt 3d vectoring) samples from a particular access point, you should be able to calculate exactly where it is by using the power readings from your locations. I wont go in to the math since if you really need to or want to do this, you can easily figure out how, but essentially its like taking a piece of wood that is a fixed length (where the length is the signal strength in my example) and for each location that you measure the strength from you try to touch the pieces of wood together at the ends. Theoretically there is only one place in space that they can all meet and that is the location of the access point. Of course this is never perfect and you would have to take averages, but it would be more precise than just the coordinates the access point was first (or last) seen at.
Now that I have covered the software side of things, I feel that I must also cover the hardware side of things. When radio waves are involved (and 802.11 uses radio waves), there are some antennas that are better than others. Additionally, when war driving its not exactly important that your 802.11 card is powerful enough to transmit back to any of the access points, but it is very important that it be sensitive enough to hear the beacons from the access points. Usually this means that the larger the antenna you have and the more exposed it is, the more signals you are going to be able to capture. I was able to do my test with a pci 802.11 card in my carpc which has a external antenna on it, but the antenna is still inside the car. In my case the antenna is removable and I could have purchased a larger antenna for the test and probably would have found more access points. This of course all depends on what your motives are as well. If you manage network security for a corporation and are in charge of tracking down rouge access points or measuring the publics ability to connect to your access points, then you could probably afford to pay for a pretty nice antenna. For recreational or hobby war driving (unless you participating in the defcon war driving competition) you will probably be ok with a normal antenna (though I don’t recommend pcmcia cards as their antennas are just not as good as some other external 802.11 adapters).
On a final note, there are also websites that you can go to in order to upload the data that you have captured as well many places will accept just an uploaded file that NetStumbler can produce. One example is a site called “GPS Visualizer” (http://www.gpsvisualizer.com/map?form=wifi) which will create an Adobe SVG file which is a map of the access points found in netstumbler. No messing with MapPoint required. It will color the access points based on whether they are open or not and will size the circles on the map based on the signal strength. Another similar site is WiFi Maps (http://www.wifimaps.com). There too you can upload netstumbler files, but you can see the results of others uploads as well by browsing by city and state. Finally, WiGLE (http://www.wigle.net/) is another site that does WiFi network mapping based on users uploading netstumbler files. There are probably many more out there, but these are just a few to get you started. Have fun war driving now.
Note to editor: I had a cool picture from mappoint as well as the sites that I mentioned of the test run that I did for this walk through, but I did not include pictures as usually mapping data is copyrighted. I know that mappoint’s is for sure. If you think of some other way of mapping the data that would not be copyrighted, I can provide all of the data still since I have all the files.
