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Abstract

Cloud computing is the concept of using a virtual pool of resources to provide users with
solutions to various computing problems via the internet. IT services are provided on an
on-demand basis, which are accessible from anywhere, anytime through authorized users.
“Storage as a Service” is one of the major services for the end users where sensitive data is
stored in the cloud. As a result, data vulnerability becomes a common phenomenon where
exploitation occurs through the provider or unauthorized users. So, data protection is the
heart of data security where encryption algorithms play a major role. The greater complex-
ity of these algorithms makes it more secure and safe compared to the other techniques.
This chapter presents a few of the well-known encryption-decryption-based algorithms
which are aimed at protecting cloud stored data from unauthorized access.
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1.1 Introduction

Cloud computing, which is the next-generation paradigm in computation, delivers applica-
tions and resources on an on-demand basis via the internet as services [1]. It provides an
environment of hardware and software resources over the network to satisfy user require-
ments.

According to the National Institute of Standards and Technology (NIST) [2], cloud
computing allows ubiquitous, convenient, on-demand network access to a shared pool of
configurable computing resources that can be rapidly provisioned and released with mini-
mal management effort or service provider interaction. Resources include computing ap-
plications, network resources, platforms, software services, virtual servers and computing
infrastructure [3].

Computing and data storage are two basic functionalities provided by cloud computing.
Cloud service consumers get the necessary access to their data and complete the computing
job through the internet. They have no idea about the storage location of data and machine
details which perform the computing task.

Data protection and security is the primary objective in data storage to gain the user’s
trust and make the implementation successful. Hence, data security is a burning issue in
this domain, as data is scattered throughout various machines located in various locations.
This makes it more complicated compared to the traditional systems. Though data security
is the major issue, it’s accompanied by several others like compliance, privacy, trust, and
legal matters. Hence, adequate tools and techniques are required to be in place to make
the cloud adoption initiative successful. In this chapter, various well-known techniques in
cloud data security are reviewed for the purpose of achieving this goal.

Section 1.5.3 highlights existing research works in related areas. A brief overview of
cloud computing is depicted in Section 1.5.4. Section 1.5.5 discusses various well-known
techniques implemented in this domain. It discusses a few well-known algorithms from
both domains — symmetric encryption and asymmetric encryption. Section 1.5.6 presents
the comparison of these algorithms based on various parameters. Performance analysis of
encryption algorithms in cloud is presented in Section 1.5.7. Section 1.5.8 contains the
conclusions drawn on the basis of the above.

1.2 Related Work

Kartit ef al. have reviewed the commonly used encryption algorithms for data security and
proposed a simple, secure and privacy-preserving architecture for inter-cloud data sharing.
This architecture is built on the concept of encryption and decryption algorithms, aimed at
securing cloud data from unauthorized access [4]. A brief overview of various symmetric
and asymmetric algorithms along with their comparison is presented by Bhardwaj et al.
in their paper [5]. The research was enhanced by lIyer ef al. [6], who have presented an
algorithm which works towards providing a secure way to communicate and store data in
cloud servers.

Conner et al. [7] have proposed an effective reputation management system with associ-
ated trust establishment by using multiple scoring functions and implemented the security
service on a realistic application scenario in distributed environments. Friedman and West
[8] and Ristenpart et al. [9] have presented several privacies as well as security issues that
arise in a cloud computing framework. Yan er al. [10] described a nice scheme for han-
dling data protection in terms of confidentiality by implementing amalgamation of identity
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management with hierarchical identity-based cryptography for distribution of the key as
well as mutual authentication in the cloud infrastructure. The security and privacy of data
stored in cloud is the challenging task. Encryption algorithms are used for data security. In
each algorithm an encryption key is used that can only be accessed by the authorized user.
Ukil et al. [11] proposed an architecture and security model towards better protection of
confidentiality and privacy in a public cloud infrastructure which does not depend on the
deployment of the cloud.

1.3 Cloud Computing - A Brief Overview

Cloud computing refers to the delivery of all the computing services which majorly in-
cludes servers, storage, databases, networking and software over the internet for providing
resource flexibility and lowering operating cost of the users. Lower cost, speed, global
scale, productivity, performance and security are the top benefits of adopting this new
technique over the traditional one. It eliminates or reduces the capital expense of buying
necessary hardware and software, which works towards overall cost reduction. As most of
the services are provided on demand, a huge amount of computing services can be arranged
within a few minutes. It is also location independent because everything is accessible on-
line. Optimized performance is achieved as the data centers, responsible for providing
secure services, are updated with the latest generation of fast and efficient computing hard-
ware. The following subsections describe its essential characteristics, various layers and
commonly available deployment models [12].

1.3.1 Essential Characteristics

Cloud computing includes various unique characteristics, of which the following five are
the primary ones.

= On-Demand Self-Service: An end user can get the required services automatically
without human interaction with each service provider.

Broad Network Access: Services are available over the network and accessed through
standard mechanisms which encourage the use of heterogeneous thin or thick client
platforms.

Resource Pooling: The provider’s computing resources are selected across the mul-
tiple consumers through a multi-tenant model, with different physical and virtual re-
sources dynamically assigned and reassigned according to consumer demand. The
customer has no or little knowledge about the location of the resources. However,
they may be able to get generic information about it like country, state or datacenter.
Examples of resources include storage, processing, memory and network bandwidth.

Elasticity: Resource allocation can be increased or decreased based on the user’s need
or demand. The consumer gets the feeling of unlimited availability of resources as it
can be arranged in any valid quantity at any time.

Measured Service: Cloud systems automatically control and optimize resource use by
leveraging a metering capability at some level of abstraction appropriate to the type of
service (e.g., storage, processing, bandwidth and active user accounts). Usage of re-
sources is monitored, controlled and reported to provide transparency to the provider
as well as the consumer.
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1.3.2 Layers of Cloud Computing

Figure 1.1 below presents the three well-known layers of cloud computing: TaaS, PaaS and

SaaS.
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Figure 1.1 Layers of cloud computing.

Infrastructure as a Service (IaaS): IaaS is the option which provides only the base in-
frastructure. The end user needs to configure and manage the platform and environment
and build all the required applications on top of it. Examples include AWS (EC2), GCP
(CE) and Microsoft Azure (VM).

Platform as a Service (PaaS): PaaS is a cloud computing model where hardware and
software tools are delivered by a third party provider. The user can build and manage
applications without incurring the hazards of building and maintaining the infrastructure.
Google App Engine, CloudFoundry, Heroku, and AWS (Beanstalk) are some examples
of PaaS. The primary benefit of PaaS is its simplicity and convenience for users because
they can access the infrastructure anywhere through a web browser. As a result, capital
expenditure is removed or reduced to a great extent, which is traditionally required in
the business. However, customers can face difficulties if providers experience the service
outage or infrastructure disruption.

Software as a Service (SaaS): SaaS model allows providing software application as a
service to the users. It basically refers to the concept of “software availability based on
demand.” Users generally access it through a thin client via a web browser. A few of
the important characteristics include availability of software over the net, software mainte-
nance by the vendors, subscription-based software licensing, centralized feature updating
which mandates the user to download patches and upgrades. In this model, most of the ser-
vices like applications, data, middleware, servers, storage and networking are maintained
and managed by vendors and users only use it. Gmail is the most common example of this
model.
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1.3.3 Cloud Deployment Models

Following are the three majorly used deployment models which are commonly used across
the world. The appropriate model should be chosen based on the organizational need.

= Private Cloud: A private cloud consists of resources which are exclusively available
to a specific organization. The data center can be located on the company’s onsite
location or managed by third party service providers. Here all the services and infras-
tructure are maintained in a private network.

= Public Cloud: A public cloud is owned and maintained by third party cloud service
providers where all the resources are available to multiple stakeholders or organiza-
tions. The service provider gives necessary access to the services based on the account
created by the users. The user pays the cost based on the services they use.

= Hybrid Cloud: Hybrid cloud merges both the types — public and private — by the tech-
niques which allow data and applications to be shared between them. The business
receives greater flexibility, more deployment options, improvement in existing infra-
structure, security and compliance by allowing the movement of data and applications
between private and public clouds.

1.4 Data Security in Cloud Storage

Cloud storage is the convenient way to provide data access anytime and anywhere across
the globe. Benefits brought by cloud storage majorly include scalability, accessibility and
decreased IT overhead, which are also the driving factors of rapid adoption of this tech-
nology. So, there is a crying need for improved tools and techniques which keep sensitive
data safe and secure in the cloud. Businesses and several enterprises have already adopted
cloud services as it’s able to provide cost-effective and flexible solutions as an alternative to
expensive, locally implemented hardware. However, it also invites several unwanted risks
as confidential files and sensitive data may be exposed to the outer world. So, enterprises
always try to deploy new and improved technologies to secure cloud storage though initial
measures which are implemented by cloud providers as a part of their solution. Authen-
tication, access control and basic encryption techniques are included in the preliminary
protection scheme. Subsection 1.5.5.1 of this chapter presents a few burning issues in the
domain of cloud and Subsection 1.5.5.2 discusses a few such techniques which are used to
increase cloud data security [13].

1.4.1 Security Issues in Cloud

Data security is a common concern for any technology, but it becomes a major challenge in
the case of cloud infrastructure. Security concerns relate to risk areas such as external data
storage, dependency on the “public” internet, lack of control, multi-tenancy and integration
with internal security. Encryption techniques have been used for a long time to secure
sensitive data. Sending or storing encrypted data in the cloud will ensure that data is
secure. However, it is assumed that the encryption algorithms are strong. Following are a
few common security issues faced in the cloud environment across the globe which can be
overcome by deploying appropriate security algorithms.

= The physical security is lost in cloud environment as computing resources are shared
with other companies. No control exists in the place where resources are running.
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= Data integrity is a major issue as it changes in response to transactions like transfer,
storage and retrieval. It will be a threat if it’s an unauthorized transaction. So, ensuring
secured data transfer is a crucial phenomenon which can be achieved by applying
these security algorithms.

= Cloud service providers may break the rules by sharing personal information or sen-
sitive data with unintended persons.

= A security issue may arise if encryption-decryption keys are not handled appropri-
ately.

1.4.2 Symmetric Encryption Algorithms

Symmetric key algorithms are primarily meant for bulk encryption of data. This technique
is very fast and consists of a big number of possible keys. The best of this set offers superb
secrecy. The biggest advantage is the absence of any fast way to decrypt the data without
having the same key once data is encrypted with a specific key. These types of algorithms
are mainly divided into two categories: block and stream. Block algorithms are responsible
for blockwise encryption of data whereas the second category does it byte by byte [14].

The strength of different encryption algorithms may differ as each of them has a specific
area of expertise. Some are not very efficient in data protection, they allow decryption of
encrypted information without having knowledge of a requisite key, whereas some are very
competent at resisting the most obvious attack. The strength of the algorithm depends on
several factors, a few of which are listed below:

= Confidentiality of the key

= Effort of guessing the key

= Difficulty in breaking the encryption algorithm

= Existence of other options to decrypt without knowing the key

= The capacity to decrypt an entire encrypted message if the logic of decryption is
known for a portion.

Generally, the cryptographic strength is not established; the loopholes of the technique
can be analyzed and strength can be assumed accordingly.

Key length is another vital aspect of the algorithms as security is intensely related with
the key length. Though short keys compromise the security of the encrypted message,
extremely long keys also don’t provide the best result due to the complexity present to
maintain them. If the length is increased from 80 bits to 128 bits, the effort of guessing the
key also significantly increases. So, there is an increased demand for creating longer keys
from a marketing perspective.

Table 1.1 below describes a few commonly used symmetric encryption algorithms along
with their key length, out of which four are discussed in the subsequent section.

1.4.2.1 Advanced Encryption Standard

The advanced encryption standard (AES) is a symmetric encryption algorithm that sup-
ports a block length of 128 bits, capable of using cryptographic keys of 128, 192, and 256
bits, which was developed by two Belgian cryptographers, Joan Daemen and Vincent Rij-
men. It is able to provide higher level security due to its 256-bit key length and is usually
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Table 1.1 Commonly used symmetric encryption algorithms and their key length.
Algorithm Description Key Length
Blowfish | Block cipher developed by Schneier 1-448 bits
DES DES adopted as a U.S. government standard in 1977 56 bits
IDEA Block cipher developed by Massey and Xuejia 128 bits

MARS | AES finalist developed by IBM 128-256 bits
RC2 Block cipher developed by Rivest 1-2048 bits
RC4 Stream cipher developed by Rivest 1-2048 bits
RC3 Block cipher developed by Rivest and published in 1994 128-256 bits
RCo AES finalist developed by RSA Labs 128-256 bits

Rijndael | NIST selection for AES, developed by Daemen and Rijmen 128-256 bits

Serpent | AES finalist developed by Anderson, Biham, and Knudsen 128-256 bits
Iriple-DES| A three-fold application of the DES algorithm 168 bits

Twofish | AES candidate developed by Schneier 128-256 bits

suggested in several financial organizations for a secured business transaction both online
or on corporate network infrastructure to protect the data of clients, staff, partners, and sup-
pliers [15, 16]. The algorithm has the following high level steps. The subsequent Figure
1.2 represents the major steps in the algorithm.
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Key Expansion: Cipher key derives number of separate round keys from a short key
through using Rijndael’s key routine. It needs a separate 128-bit round key block for each
round and one more. The key schedule builds the required round keys from the basic key.

Initial Round Key Addition: It has the AddRoundKey function where each byte of the
state is combined with a block of the round key using bitwise XOR. Here, the initial round
key is added with the starting state array.

Encryption Round: The encryption process needs a series of steps to modify the state
array. The steps consist of four types of operations. All four of these operations are applied
on the current state array and a new version is built. The details of each operation are briefly
given below. An iteration of the below steps is called a round. The amount of rounds of
the algorithm depends on the key size. Table 1.2 depicts the same.

Table 1.2  Key size and rounds.
Key Size (Bytes) Block Size (Bytes) Rounds

16 16 10
24 16 12
32 16 14

= SubBytes: A nonlinear substitution step where each byte is replaced with another ac-
cording to a lookup table. A simple substitution occurs which converts every byte into
a different value. AES builds a table containing 256 values required for substitution.
For the 16 bytes of the state array, each byte is used as an index into the 256-byte
substitution table and the byte is replaced by the value from the substitution table.
A new version of the state array is formed because all possible 256 byte values are
present in the table. The new version can be restored to its original contents using an
inverse substitution table. The contents of the substitution table are not arbitrary; its
entries are calculated through a mathematical formula. However, most implementa-
tions simply contain the substitution table stored in the memory as a part of the entire
design.

= ShiftRows: A transposition step where the last three rows of the state are shifted cycli-
cally a certain number of steps. It operates on every row of the state array. A rotation
occurs to the right by a specific number of bytes as described below. The result is a
new matrix consisting of the same 16 bytes but shifted with respect to each other.

Ist Row: Rotated by 0 bytes (no change)

2nd Row: Rotated by 1 byte

3rd Row: Rotated by 2 bytes
4th Row: Rotated by 3 bytes

= MixColumns: A linear mixing operation which operates on the columns of the state,
combining the four bytes in each column. Here each column of the state array is pro-
cessed individually to create a new column. Processing refers matrix multiplication
here. The result is another new matrix consisting of 16 new bytes.

= AddRoundKey: Now the 16 bytes of the matrix are considered as 128 bits and are
XORed with the 128 bits of the round key. The output becomes ciphertext if this is
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the last round, otherwise the resulting 128 bits are interpreted as 16 bytes and another
similar round started.

Final Round: In the final round, all these steps are performed except the Mix column
step to make the algorithm reversible during decryption (SubBytes, ShiftRows, AddRound-
Key).

1.4.22 3DES

Data encryption standard (DES) is a block cypher where a 56-bit key is used and consists
of various operating modes; based on the purpose, they are deployed in various scenarios
[17]. There is a limitation of its usage in reality due to its short key length though it’s a
strong algorithm. 3DES is introduced to fill this gap by using three different keys, having
a total key length of 168 bits. This feature has made it extremely secure and it has been
adopted by several financial institutions. Currently, two types of triple DES exist which
are 3-key Triple DES (3TDES) and 2-key Triple DES (2TDES).

The outline of the 3TDES algorithm is presented in the following Figure 1.3.

P I 64-bat plantext P | 64-bit plamtext
r

I
x = |
I DES I | DES
: cipher | i || reverse cipher :
| |
I | g
= DES | DES c
= —> vy
2 : reverse cipher I i | cipher I g
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| - | e
DES [ DES I
: cipher K | reverse cipher |
L= J M e J

12 | 64-bit ciphertext C | 64-bit ciphertexi

Figure 1.3  Outline of 3-key Triple DES algorithm.

Procedure:

= At first, user generates and distributes a 3TDES key which is the combination of three
different keys K7, Ko and K3. So the actual 3TDES key length comes to 3x56 = 168
bits.

= The plaintext blocks are encrypted by single DES having key K.

= The output of the previous step is decrypted using single DES having key K».

= In the next step, the output of previous step is encrypted by single DES with key K.
= The current output is ciphertext.

= Decrypting the ciphertext is just opposite of the previous one. First, it is decrypted
using K3, encrypted with K and finally decrypted with K.
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1.4.2.3 Blowfish

Blowfish is a fast, compact, and simple block encryption algorithm which works very ef-
ficiently against hackers and cyber-criminals [18]. It supports a wide array of products like
secure E-mail encryption tools, backup software, password management tools and TiVo.
It allows a variable-length key, up to 448 bits, and is optimized for execution on 32-bit
or 64-bit processors. Several famous applications exist which use Blowfish encryption, a
few of which include AEDIT (a free Windows word processor incorporating text encryp-
tion), Coolfish (an encrypting text editor for Windows) and FoopChat (encrypted chat and
advanced file sharing using a client/server architecture).

The algorithm has two major parts: a key expansion part and a data encryption part.

Key Expansion Part or Subkey Generation: Original key is broken by key expansion
into a bundle of subkeys:

Algorithm 1.1 Key Expansion Part or Subkey Generation
Begin

1. Key Size is variable but it generates very large subkeys. The key size lies between 32
bits to 448 bits.

2. Concept of P-array consists of 18, 32-bit subkeys.
3. There are 4 S-boxes containing 256 entries of 32 bits.
. P-array is initialized first then four s boxes with fixed string.

. P-arrays are XORed with subkeys, i.e., from P} to Pjg.

N W A

. Once the subkeys are generated the encryption process begins.

end

Data Encryption Part: This process involves 16 times iteration of a simple function.
Each round contains a key-dependent permutation and key and data substitution.

1.4.24 RC6

Rivest Cipher 6 (RC6), an improved version of the basic Rivest Cipher RC algorithm,
uses 128-bit block size and supports key sizes of 128, 192 and 256 bits and was developed
by Ron Rivest, Matt Robshaw, Ray Sidney, and Yiqun Lisa Yin to meet the requirements of
an advanced encryption standard (AES) competition. It may be parameterized to support
a wide variety of word lengths, key sizes and number of rounds. Considering the struc-
ture, RC6 and RC5 are similar; they use data-dependent rotations, modular addition, and
XOR operations. Being a secure, compact and simple block cipher, good performance and
flexibility are offered [13, 19].

New features of RC6 include using four working registers instead of two and the pres-
ence of integer multiplication as an additional primitive operation. Using multiplication
greatly increases the diffusion achieved per round, allowing for greater security, fewer
rounds and increased throughput.

1.4.3 Asymmetric Encryption Algorithms

Asymmetric encryption refers to public key cryptography which is a new method compared
to symmetric encryption. Here two keys are used for a plain text encryption. Secret keys
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are exchanged over the network which ensures that malicious persons cannot misuse the
keys. The message can be decrypted by a person having the secret key and that is the reason
for using two related keys for boosting security. A public key is made freely accessible to
everybody who wants to send a message whereas a private key is kept secret. A message
encrypted by a public key can only be decrypted by the private key. However, a message
encrypted by a private key can be decrypted by a public key. A public key need not be
secured as it’s available to everybody; hence, it can be passed through the internet. The
technique offers better security than symmetric encryption during message transmission
as it uses two keys, though it takes a longer time than the other one. A few well-known
techniques are described below which follow asymmetric encryption principles [16].

1.4.3.1 RSA

The RSA! algorithm was developed by Ron Rivest, Adi Shamir and Len Adleman in
1977 and was named after the inventors [14, 19]. This is the most widely used public key
cryptography algorithm across the globe. It has the capability to encrypt a message without
exchanging the secret key separately. It can be applied in both public key encryption and
digital signatures. Security level depends on the difficulty of factoring large integers. For
example, an encrypted message can be sent to B from A without any previous communi-
cation of secret keys. A applies B’s public key for message encryption whereas B uses the
private key for decryption. Similarly, the technique is applicable to sign a message where
it can be signed by A with its private key and can be verified by B using A’s public key.

The basic version of the algorithm is depicted as follows:

Algorithm 1.2 RSA
Begin

1. Produce p and ¢, two large random primes, having approximately equal size, and their
product n = p x ¢, which should be the required bit length.

2. Calculate n and ¢ such thatn = p x gand o = (p — 1) x (¢ — 1).

3. Select an integer ¢ where 1 < e < ¢ and ged(e, ) = 1.

4. Calculate the secret exponent d where 1 < d < ¢ such that ed = 1 mod .
5. The public key is (n, e) and private key is (d, p, q).

end

Note:

= n is commonly called the modulus.

= ¢ is called the public exponent/encryption exponent.
= d is called the secret exponent/encryption exponent.

After generation of the public key and private keys from the above steps, Encryption,
Decryption, Digital signing and Signature verification occurs in the following ways.
Similarly, it works for the domain of Digital Signing.

Uhttps://www.rsa.com/
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Algorithm 1.3 RSA Encryption (Performed by Sender A)
Begin

1. Obtains the receiver B’s public key (n, e).

2. Designate the plain text message as a positive integer m where 1 < m < n.
3. Calculates the cipher text ¢ = m® mod n.

4. Transmit the cipher text c to B.

end

Algorithm 1.4 RSA Decryption (Performed by Receiver B)
Begin

1. Applies his private key (n, d) to calculate m = c¢? mod n.
2. Plain text is pulled out from the message representative m.

end

Algorithm 1.5 RSA Digital Signing (Performed by Sender A)
Begin

1. A message digest, the information needed to be sent, is built.

2. The digest is represented as an integer m, which lies between 1 and n — 1.
3. The private key (n,d) is used to generate the signature s = m? mod n.

4. The signature s is sent to the receiver B.

end

Algorithm 1.6 RSA Digital Verification (Performed by Receiver B)
Begin

1. The public key (n, ¢) of sender A is used to compute integer v = s¢ mod n.
2. The message digest H is extracted from the integer.

3. The message digest H' of the information that has been signed is calculated sepa-
rately.

4. Check whether H = H'.
5. The signature is valid if H = H' is true.

end
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Summary of RSA:

1. n = p X q where p, g are distinct primes
2.0=(p-1D(e-1)

3. e < nsothat ged(e, p) =1

4. d=e ' mod ¢y
5

.c=mfmodn,l1<m<n

6. m = c?mod n
1.4.3.2 Diffie-Hellman Key Exchange

The Diffie-Hellman key exchange protocol was invented in 1976, and was the first tech-
nique to establish a shared secret over an unsecured communication channel. The concept
of key exchange was one of the first problems addressed by cryptography. The main idea
is to use a key which can be used by two parties for encryption in such a way that an
eavesdropper cannot get the key [20]. The outline of the algorithm is presented below.

Assumption:

= Here, four variables are considered to keep it simple and for practical implementation.
Variables include prime p, g (a primitive root of p), two private values a and b. Both
p and g are publicly available numbers.

= Users (consider Alice and Bob) choose private values a and b. A key is also generated
and exchanged publicly. Another person receives the key and generates a secret key
so that they both have the common secret key to encrypt.

Algorithm 1.7 Diffie-Hellman Key Exchange
Begin

1. Alice and Bob both decide on a prime number p and a base g.

2. Alice selects a secret number a, computes (z = g* mod p) and sends Bob x.
3. Bob selects a secret number b, computes (y = ¢° mod p) and sends Alice y.
4. Alice calculates (y* mod p).
5. Bob calculates (y* mod p).
6. By the laws of algebra, Alice’s key is the same as Bob’s key.

end

Both Bob and Alice can use this number as their key. However, p and g need not be
protected.

1.4.4 Security Enhancement in Cloud Using Encryption Algorithms: Obser-
vations

Research work has been carried out to find the utility of deploying the security algorithms
in cloud. A few of these observations are listed below [19, 21].
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= Data security in cloud-based applications can be enhanced to a great extent by apply-
ing RSA and AES algorithms.

= Private key determination is not feasible for hackers (even if they have the public keys
generated) if RSA uses 1024-bit keys and AES uses 128-bit keys.

= In a scenario where the user forgets to log out from the cloud web portal after using
it and an attacker breaks into the user system, it will not be possible to access or
download data without entering the private key in the system.

= However, if the attacker is successful in breaking into the user’s system and guesses
the private key, it may be possible to download the encrypted data but accessing the
original data still remains a hurdle.

1.5 Comparison of Encryption Algorithms

The following Table 1.3 presents a comparison of the encryption algorithms discussed
above based on various parameters.

Table 1.3  Comparison of encryption algorithms.

orian 3DES AES Blowfish RSA Diffie-Hellman
Parameler
Encryption ) _- . - : . . : . die I i
Technique Symmetric key Symumetric key Symumetric key Asymmetric key Asymmetric key
: ’ . . . . o Different key
Used Keys Same key in T.m_ll)-plum Same key m Toneryption | Sane key m Tfm_:ryphun Eneryption and Key Exchange
and Decryption and Decryption and Decryption ’ 3 =
Decryplion
Throughput Lower than DTS Tower than blowlish Very TTigh Thigh Low
. . . - Key Exchange
. s 2 5 3 2-

Key Lengths 112 - 168 bits 128,192 or 256 bits 32 - 448 bits =1024 bits Management
Rounds 48 10,1214 16 1 36
Security Brute Force, Chosen-plain Chosen-plain text, : o . P . :
Against text, Knovin plain text Kuovn plain text Dicticnary Attacks Timing Attacks EavesDropping

T'he kev size is increased 128, 192 or 236. Its Key lenpth in blowfish Key lenpth in RSA No madification
Modification ft’UI.ljl 56 to 168 bifs structure was flexible to should be multiples of algorithm can be 256 T -
multiples of 64 32 512,1024.2048, 4096 bit ey lengh |
. Vincent Rijmen , Joan - Fon RivestShamir & Whitfield diffie,
Created by [BM daeman Bmes Sesns leonard Adleman Martin Hellman
Year 1978 1978 1993 1978 2002
Algorithm - . . p . ) . ) 3
. Feistal Structare Feistal Strueturs Feistal Structure Faistal Structure Tree Based
Structure
Cloud o - - . "o
Compatibility Tes Yes Yes Yes Yes
Alporithm used . Google Drive, OneDrive, Mozy Backup, Amazon web Services,
. Not used in Clowd £ # = < s CurveCP
in Cloud o sed Lol Dropbox Foopehat, GigaTribe RSAWeb v
. Online Credit Card .
Lo Microsoft IDS Server,Sql Server - . Protocols like
Application | )\ te Outlook 2007 Password Manager 2000 Security SystemRSA o) oo e
Signature Verification

1.6 Performance Analysis of Encryption Algorithms in Cloud

The encryption algorithms discussed above are analyzed in terms of mean processing time
in local system as well as cloud network. The mean time refers to the difference between
the start and end time of encryption taken by a particular algorithm, which is calculated
in milliseconds. The following Table 1.4 presents the comparison details. It is evident
from the table that each algorithm takes much less time in cloud compared to its non-cloud
environment, which again proves the suitability of implementing these algorithms in cloud.
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Table 1.4 Comparison performance of encryption algorithms.

Input AES éf usd DES DES Cloud Blowfish B(I;:f:h
10 KB 11.5 1.5 7.5 2 4 2

13 KB 14.7 2 10 2.5 4.7 2
39KB 21 3 3.15 6.5 8.25 275
56 KB 245 3.75 50.25 9.25 15.7 . 3

1.7 Conclusion

Moving to cloud is the ultimate objective for most of the industries and organizations as
it involves multiple benefits like using software which is not present in the computer or
accessing data from anywhere in the world. However, security, privacy and data theft
are the challenges of this platform, which demand the appropriate deployment of security
algorithms in cloud to ensure end-user security. The cloud providers generally use a set
of tools and techniques to ascertain this. But implementing the encryption algorithms
discussed in this chapter definitely makes the platform more secure and reliable for its
users. As a result, the usage of cloud computing will be enhanced and will become more
popular among its users.
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