
Chapter
number

Software
required
(With
version)

Free/Proprietary

If
proprietary,
can code
testing be
performed
using a
trial
version

If
proprietary,
then cost of
the
software

Download
links to the
software

Hardware
specifications OS required

1-10 VirtualBox
5 Free NA $0

https:/ ​/ ​www.
virtualbox.
org/ ​wiki/
Downloads

Common PC
System with
8GB RAM
and at least
512 GB
storage

Windows/Linux/MacOSX

1-10

Kali Linux
2018.x
virtual
machine

Free NA $0
https:/ ​/ ​www.
kali. ​org/
downloads/ ​

Virtual
Machine, 2
GB RAM, 30
GB disk

NA

1-10

OWASP
BWA
virtual
machine

Free NA $0

https:/ ​/
sourceforge.
net/ ​projects/
owaspbwa/
files/ ​

Virtual
machine, 512
GB RAM, 8GB
disk

NA

5

Damn
Vulnerable
WebSockets
(DVWS)

Free NA $0

https:/ ​/
github. ​com/
interference-
security/ ​DVWS

NA NA



7
Bee-Box
virtual
machine

Free NA $0

https:/ ​/
sourceforge.
net/ ​projects/
bwapp/ ​files/
bee- ​box/ ​

Virtual
Machine, 512
GB RAM, 20GB
disk 

NA

7

Windows
Server
2008R2
virtual
machine

Proprietary Yes Used trial
version / $0

https:/ ​/ ​www.
microsoft.
com/ ​en- ​us/
download/
details. ​aspx?
id= ​2227

Virtual
Machine, 2 GB
RAM, 56 GB
disk

NA

7

aspx
command
shell
(cmd.aspx)

Free NA $0

https:/ ​/
github. ​com/
tennc/
webshell/
blob/ ​master/
fuzzdb-
webshell/ ​asp/
cmd. ​aspx

NA NA


